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0000000099E3660A35913A49A00DEDS

1 |ED_004866A_00021029 2AB5A15D444372200.msg Ex. 4 - CBI
0000000095E3880A359T3A49A06DEDS

2 |ED_004866A_00021039 2AB5A15D464382200.msg Ex. 4 - CBI
0000000095E3660A35913A49A00DEDS

3 |ED_004866A_00021041 2AB5A15D4A4382200.msg Ex. 4 - CBI
0000000095E3880A359T3A49A06DEDS

4 |ED_004866A 00021043 2AB5A15D4E4382200.msg Ex. 4 - CBI

5 |ED_004866A_00021126 ED_004866A_00021125 oildb_v13.log Ex. 4 - CBI

6 |ED_004866A_00021127 ED_004866A_00021125 oildb_v13_EMBI.log Ex. 4 - CBI

7 |ED_004866A_00021685 ED_004866A_00021683 oildb_v13_embi.sql Ex. 4 - CBI
00. EPA EMP Penetration Testing

8 |ED_004866A_00023335 ED_004866A_00023334 Report.pdf Ex. 4 - CBI

9 |ED_004866A_00023338 ED_004866A_00023334 04 EPA_EMP_Services Report.pdf Ex. 4 - CBI
000000002EB48741CDI3CTC4CA864FB4|ExX. 4 - CBI; Ex. 5 - Deliberalive

10 |ED_004866A_00093624 F49602DCC04602B00.msg Process (DP)
ADC2907-EMP-Admin-20150102

11 |ED_004866A_00093827 ED_004866A_00093826 Security Report.pdf Ex. 4 - CBI
000000002EB4874TCDI3CC4ACAB04FB4

12 |ED_004866A_00096431 F49602DCCC4B62E00.msg Ex. 4 - CBI

13 |ED_004866A_00096432 ED_004866A_00096431 port_list.xlsx Ex. 4 - CBI
000000002EB4874TCDI3CC4CAB04FB4

14 |ED_004866A_00096447 F49602DCC24D82E00.msg Ex. 4 - CBI
000000002EB45741CD95CC4CAB04FB4

15 |ED_004866A_00096458 F49602DCC64D92E00.msg Ex. 4 - CBI
00. EPA EMP Penetration Testing

16 |ED_004866A_00096459 ED_004866A_00096458 Report.pdf Ex. 4 - CBI
02. EMP EMPPROD Oracle Database -

17  |ED_004866A_00096460 ED_004866A_00096458 ESC Summary Export.xIsx Ex. 4 - CBI
02. EMP EMPSTG Oracle Database -

18 |ED_004866A_00096461 ED_004866A_00096458 ESC Summary Export.xlsx Ex. 4 - CBI

19 |ED_004866A_00096462 ED_004866A_00096458 04 EPA_EMP_Services Report.pdf Ex. 4 - CBI
000000002EB4874TCDI3CC4CAB64FB4

20 |ED_004866A_ 00096573 F49602DCCC4142F00.msg Ex. 4 - CBI
000000002EB438741CD95CC4CAB04FB4

21 |ED_004866A_00096621 F49602DCCC41A2F00.msg Ex. 4 - CBI
000000002EB4874TCDI3CC4ACAB64FB4

22 |ED_004866A_00096640 F49602DCC841C2F00.msg Ex. 4-CBI
000000002EB45741CD95CC4CAB04FB4

23 |ED_004866A_00096652 F49602DCC641E2F00.msg Ex. 4 - CBI
000000002EB4874TCDI3CC4ACAB64FB4

24 |ED_004866A_00096660 F49602DCCA41F2F00.msg Ex. 4-CBI
000000002EB45741CD95CC4CAB04FB4

25 |ED_004866A_00096679 F49602DCC04242F00.msg Ex. 4 - CBI
00. EPA EMP Penetration Testing

26 |ED_004866A_00096680 ED_004866A_00096679 Report.pdf Ex. 4-CBI
02. EMP EMPPROD Oracle Database -

27 |ED_004866A 00096681 ED_004866A_00096679 ESC Summary Export.xlsx Ex. 4 - CBI
02. EMP EMPSTG Oracle Database -

28 |ED_004866A_ 00096682 ED_004866A_00096679 ESC Summary Export.xlsx Ex. 4 - CBI

29 |ED_004866A 00096683 ED_004866A_00096679 04 EPA_EMP_Services Report.pdf Ex. 4 - CBI
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000000002EB45741CDY5CCACAB04FBA

30 |ED_004866A_ 00096685 F49602DCC24242F00.msg Ex. 4 - CBI
000000002EB48741CDI3CTC4CA864FB4

31 |ED_004866A_00096689 F49602DCC04252F00.msg Ex. 4 - CBI
000000002EB45741CD95CC4CAB04FBA

32 |ED_004866A_ 00096784 F49602DCC443F2F00.msg Ex. 4 - CBI
00. EPA EMP EMPPROD Oracle FISMA -

33 |ED_004866A 00096785 ED_004866A_00096784 ESC Summary Report.pdf Ex. 4 - CBI
00. EPA EMP EMPSTG Oracle FISMA -

34 |ED_004866A_00096786 ED_004866A_00096784 ESC Summary Report.pdf Ex. 4 - CBI
02. EMP EMPPROD Oracle Database -

35 |ED_004866A 00096787 ED_004866A_00096784 ESC Summary Export.xlsx Ex. 4 - CBI
02. EMP EMPSTG Oracle Database -

36 |ED_004866A_00096788 ED_004866A_00096784 ESC Summary Export.xIsx Ex. 4 - CBI
03. EMP EMPPROD Oracle FISMA

37 |ED_004866A_ 00096789 ED_004866A_00096784 VulnerabilitySummary.pdf Ex. 4 - CBI
03. EMP EMPSTG Oracle FISMA

38 |ED_004866A_00096790 ED_004866A_00096784 Vulnerability Summary.pdf Ex. 4 - CBI
05. EMP EMPPROD Oracle FISMA

39 |ED_004866A 00096791 ED_004866A_00096784 Check Status Report.pdf Ex. 4 - CBI
05. EMP EMPSTG Oracle FISMA Check

40 |ED_004866A_00096792 ED_004866A_00096784 Status Report.pdf Ex. 4 - CBI
000000002EB48741CDI3CC4CA864FB4

41 |ED_004866A_00096793 F49602DCC643F2F00.msg Ex. 4 - CBI
00. EPA EMP Penetration Testing

42 |ED_004866A_00096794 ED_004866A_00096793 Report.pdf Ex. 4 - CBI
02. EMP EMPPROD Oracle Database -

43 |ED_004866A_00096795 ED_004866A_00096793 ESC Summary Export.xlsx Ex. 4 - CBI
02. EMP EMPSTG Oracle Database -

44 |ED_004866A_00096796 ED_004866A_00096793 ESC Summary Export.xIsx Ex. 4 - CBI

45 |ED_004866A_00096797 ED_004866A_00096793 04 EPA_EMP_Services Report.pdf Ex. 4 - CBI
000000002EB48741CD95CC4CAB04FB4

46 |ED_004866A_00096815 F49602DCCE4402F00.msg Ex. 4 - CBI
00. EPA EMP Penetration Testing

47 |ED_004866A_00096816 ED_004866A_00096815 Report.pdf Ex. 4-CBI
01. EPA_EMP_Collected Evidence

48 |ED_004866A_00096817 ED_004866A_00096815 Report.pdf Ex. 4 - CBI
02. EPA_EMP_Compromised and

49 |ED_004866A_00096818 ED_004866A_00096815 Vulnerable Hosts Report.pdf Ex. 4-CBI
03. EPA_EMP_PenTest AUDIT

50 |ED_004866A_00096819 ED_004866A_00096815 Report.pdf Ex. 4 - CBI

51 |ED_004866A_00096820 ED_004866A_00096815 04. EPA_EMP_Services Report.pdf Ex. 4-CBI
00. EPA_EMERGENCY MANAGEMENT
PORTAL
(EMP)_Executive_Summary_Report_1.2.

52 |ED_004866A_00096822 ED_004866A_00096821 pdf Ex. 4 - CBI
00. EPA EMP Linux Servers Vulnerability

53 |ED_004866A_00096823 ED_004866A_00096821 Summary Report.pdf Ex. 4 - CBI
000000002EB48741CDI3CC4CA864FB4

54 |ED_004866A_00097107 F49602DCC24502000.msg Ex. 4 - CBI
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Response to 02 EMP EMPPROD Oracle

55 |ED_004866A 00097108 ED_004866A_00097107 Database - ESC Summary Export.xlsx ~ |Ex. 4 - CBI
Response to 02 EMP EMPSTG Oracle

56 |ED_004866A_00097109 ED_004866A_00097107 Database - ESC Summary Export.xlsx  |Ex. 4 - CBI
EMP-ADCs workbook_May_14_2014

57 |ED_004866A 00097466 ED_004866A_00097465 postmtg.xls Ex. 4 - CBI
DedicatedMigration_LessonsLearned.doc

58 |ED_004866A_00097468 ED_004866A_00097467 X Ex. 4 - CBI
ITS-EPA Il CAM Escalation

59 |ED_004866A 00097503 ED_004866A_00097502 Notification.pdf Ex. 4 - CBI

60 |ED_004866A_00098250 ED_004866A_00098249 FRR-2014-1118.pdf Ex. 4 - CBI

61 |ED_004866A 00098560 ED_004866A_00098553 Tomcat_Deployment.pdf Ex. 4 - CBI

62 |ED_004866A_00098561 ED_004866A_00098553 Tomcat_Installation.pdf Ex. 4 - CBI
3088 EMP Oil DB 20130812 Security

63 |ED_004866A_ 00098658 ED_004866A_00098656 Report.pdf Ex. 4 - CBI

64 |ED_004866A_00099069 ED_004866A_00099068 EMP_port_list.xIsx Ex. 4 - CBI

65 |ED_004866A_ 00099104 ED_004866A_00099103 EMP_port_list.xIsx Ex. 4 - CBI
00. EPA EMP Penetration Testing

66 |ED_004866A_00099110 ED_004866A_00099109 Report.pdf Ex. 4 - CBI
00. EPA EMP Penetration Testing

67 |ED_004866A 00099312 ED_004866A_00099311 Report.pdf Ex. 4 - CBI
05. EMP EMPSTG Oracle FISMA Check

68 |ED_004866B_00032402 S.pdf Ex. 4 - CBI
MOU_OEM_OiDb_with_OC_ICIS_Augus

69 |ED_004866B_00032627 t2013v1_Signed.pdf Ex. 4 - CBI
Response to 02 EMP EMPPROD Oracle

70 |ED_004866B_00035197 Database - ESC Summary Export.xlsx  |Ex. 4 - CBI
Response to 02 EMP EMPSTG Oracle

71 |ED_004866B_00035198 Database - ESC Summary Export.xlsx  |Ex. 4 - CBI

72 |ED_004866B_00035220 EMP FY14 SA -- SSP.docx Ex. 4 - CBI
UU. EFA_EMERGENCY MANAGENMEN
PORTAL
(EMP)_Executive_Summary_Report_1.2.

73 |ED_004866B_00035411 pdf Ex. 4 - CBI
00. EPA EMP Linux Servers Vulnerability

74 |ED_004866B_00035413 Summary.pdf Ex. 4-CBI
02. EPAEMP LINUX SERVERS - Ex. 4 - CBT; Ex. 6 — Personal

75 |ED_004866B_00035416 ExcelReport.xlsx Privacy (PP)
00. EFAEMP EMPPROD Oracle FISMA -

76 |ED_004866B_00035416 ESC Summar.pdf Ex. 4-CBI
00. EPAEMP EMPSTG Oracle FISMA -

77 |ED_004866B_00035417 ESC Summary.pdf Ex. 4 - CBI
00. EPA EMP Penetration Testing

78 |ED_004866B_00035426 Report.pdf Ex. 4-CBI
01. EPA_EMP_Collected Evidence

79 |ED_004866B_00035427 Report.pdf Ex. 4 - CBI
3088 EMP Oif DB 20130812 Security

80 |ED_004866B_00035433 Report.pdf Ex. 4 - CBI
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81

ED_004866B_00035434

ADCZ575-EMP-FR-20140725 Security
Report.pdf

Ex. 4

-CBI

82

ED_004866B_00035436

ADC290/EMPadmin-20140613 Security
Report.pdf

Ex. 4 -

CBI

83

ED_004866B_00051092

EMP FY1/ CMA -- Findings and
Recommendations_status
report_COMBINED 20170322 .xIsx

Ex. 4 -

CBI

84

ED_004866B_00051093

EMF FY1/ CMA -- Findings and
Recommendations_status
report_COMBINED.xlIsx

Ex. 4 -

CBI

85

ED_004866B_00051094

EMF FY1/ CMA -- Findings and
Recommendations_status
report_DFerko030917 xIsx

Ex. 4 -

CBI

86

ED_004866B_00051095

EMF FY1/ CMA -- Findings and
Recommendations_status
report_DFerko031317.xIsx

Ex. 4 -

CBI

87

ED_004866B_00051096

EMPF FY16 CMA Y1 -- Findings and
Recommendations_Resolute_Updated_2-
9-18.xlsx

Ex. 4 -

CBI

88

ED_004866B_00051115

EMP-ADCS
workbook_November_1_2017
postmtg.xIsx

Ex. 4 -

CBI

89

ED_004866B_00051116

EMP-ADCS
workbook_November_15_2017
postmtg.xIsx

Ex. 4 -

CBI

90

ED_004866B_00051117

EMP-ADCs
workbook_Oct_17_2018_Postmtg.xlsx

Ex. 4 -

CBI

91

ED_004866B_00051118

EMP-ADCs workbook_October_18_2017
postmtg.xIsx

Ex. 4 -

CBI

92

ED_004866B_00051119

EMP-ADCs
workbook_September_2_2015
postmtg.xls

Ex. 4 -

CBlI




